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VR Systems Undertakes a Range of Security Initiatives
Over the Past Year VR Has Implemented a Comprehensive
Program to Ensure Integrity in Elections
TALLAHASSEE, Fla. – October 4, 2018 – VR Systems today announced a series of multifaceted steps the
company has taken to safeguard its systems and that of its customers in the wake of cybersecurity
threats to the elections community.
“Staying a step ahead is a never-ending process,” said Ben Martin, VR Systems COO. “That is why we
are continually developing new best practices, protocols and security measures to ensure that local
elections officials, as well as voters, have complete confidence in the registration process.”
VR is an industry leader providing elections technology to elections officials around the country. VR’s
products include the Voter Focus® elections management software used by 64 of 67 counties in Florida
and the EViD® electronic pollbook, of which more than 14,000 were used nationwide in the 2016
elections.
The company’s most recent initiative included cybersecurity and technical analysis of VR’s systems led by
the U.S. Department of Homeland Security. The review, which spanned two weeks this past summer at
its headquarters in Tallahassee, Fla., was conducted by specially trained forensic cybersecurity experts
working on behalf of DHS. In an executive summary of the review, DHS stated the following:
"Over the course of the engagement, and using the available in-scope data, [DHS] did not
identify any malicious activity. VR has historically demonstrated continual improvement toward
following security best practices, as shown by their use of two-factor authentication for email,
their implementation of FireEye HX, their move of systems to the cloud, and their upgrading of
servers and workstations to current, patched OSs."
The DHS executive summary makes reference to the series of measures VR has enacted since 2017 as
part of its comprehensive cybersecurity program, including:
●
●
●
●
●
●

Engaging FireEye®, a leading global cybersecurity firm to provide consulting, testing and
monitoring of VR’s systems and servers;
Undertaking email specific security protocols, including implementing company-wide, two-factor
authentication and Human Firewall training for employees and customers;
Becoming the first elections vendor to complete a Risk Vulnerability Assessment (RVA) by DHS
earlier this year;
Utilization of secure cloud systems including Amazon Web Services (AWS);
Offering expanded security products to customers seeking data integrity solutions; and
Providing customers with media training to help them effectively communicate with the public in
the event the integrity of an election is questioned.

The need to emphasize security goes beyond VR’s technical infrastructure and servers. As a vendor to
elections officials across the country, the VR team equips its local partners to deal with the many threats
cyber-actors present.
“Our team of talented developers and trained support staff is focused not only on delivering quality
registration products and solutions, but also helping our customers keep pace in the ever-changing
landscape of the elections community,” Martin added.
For example, the company teaches best practices emphasizing the importance of the human factor to
prevent elections staff from being duped into providing personal information that can be used to gain
access to secure data. VR recently introduced an online training course, “What It Means to Be a Human
Firewall” that is available to all customers through ELM, the company’s online training platform.
As illustrated by high-profile attempts to create chaos around voter registration, the need to remain
vigilant remains, Martin says.
“We put every possible safeguard in place, but we believe that no system is ever completely secure,” he
said. “We continue to work on it every day. We never get to a plateau where we can rest. And we
don’t.”
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About VR Systems
Founded in 1992, VR Systems provides elections management services focused on the integrity of the registration
and reporting processes. Following elections overhaul legislation in Florida in the early 2000’s, VR Systems began
expanding its offerings across the state of Florida, and today VR Systems serves elections clients in eight states.
The company, headquartered in Tallahassee, Florida, with a regional office in Matthews, North Carolina, is 100percent employee owned (ESOP). For more information, please visit www.vrsystems.com.

